- CMMC Level 2 - C3PAO certified
- 1SO 9001 - ISO 14001 - ISO 28000 - O-TTPS 20243
NCS TECHNOLOGIES

CMMC Hardware Supplier Checklist

Seven things to require from any supplier whose hardware will hold CUI

CMMC assesses your organization, not your suppliers. But the hardware a supplier delivers becomes your CUI Assets (the
systems that hold Controlled Unclassified Information: the drawings, specifications and technical data a contract obliges you to
protect), your baseline configurations and your media-protection problem. Several Level 2 requirements are far easier to meet
when the supplier has done its part. This checklist sets out what you are entitled to ask for, and the evidence a serious supplier
should already have ready.

How to use it Send the seven questions to each prospective supplier with your RFQ, then use one copy of this sheet per
supplier to track the answers. Tick what has been received, note where each document is filed, and keep the
completed sheet as part of your supplier due-diligence record for your own CMMC assessment.

SUPPLIER PROGRAM [ RFQ DATE REVIEWED BY

o CMMC status ( DFARS 252.204-7021 flow-down |

If a supplier stores, processes or transmits CUI in the course of the work (system drawings, configuration data, deployment
locations), the CMMC clause flows down to it. A C3PAO-assessed Level 2 supplier simplifies your own flow-down
documentation.

ASK FOR EVIDENCE TO REQUEST

The supplier's CMMC level, whether it was self-assessed or assessed Certificate or assessment summary; C3PAO name
by a C3PAO (a CMMC Third-Party Assessment Organization), and the and assessment scope; SPRS (Supplier
assessment date. Performance Risk System) entry where applicable.

Supplier response / document reference:
(J Requested (J Received (J Reviewed

o Component provenance (Supply-chain integrity |

Counterfeit and grey-market parts undermine every integrity control layered on top of them. A documented chain of custody
from component to delivered system is the baseline.

ASK FOR EVIDENCE TO REQUEST

Whether components are sourced through authorized OEM channels  1SO 28000 (supply-chain security management)
and national distributors, or through brokers; whether the assembly and/or O-TTPS / 1SO 20243 (Open Trusted
facility is access-controlled and, where the work requires it, ITAR- Technology Provider Standard) registration
compliant. certificates; a facility security statement.

Supplier response / document reference:
(O Requested (J Received (] Reviewed

€ Trade compliance (A ] country of origin |

Not a CMMC requirement, but asked in the same breath and answered by the same supplier paperwork. Compliance is
determined product by product, so ask up front rather than at award.

ASK FOR EVIDENCE TO REQUEST

A written Trade Agreements Act (TAA) compliance statement and Product-specific TAA / country-of-origin

country of origin for each product line you intend to buy. documentation per product line, not a blanket
statement.

Supplier response / document reference:
(O Requested (J Received (] Reviewed
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CMMC Hardware Supplier Checklist - continued

o As-built configuration record

[ CM.L2-3.4.1 baseline configuration ]

Configuration Management requires baseline configurations and inventories. A supplier that delivers this with every system

has done half of your baseline work, accurately.
ASK FOR
A sample as-built record for a delivered system: serial numbers,

component part numbers, firmware and BIOS versions, BIOS settings
applied, and image version.

EVIDENCE TO REQUEST
One complete sample record, before you order.

Supplier response / document reference:

(O Requested (J Received (] Reviewed

e Firmware and lifecycle support

Your flaw-remediation timelines depend on updates continuing to exist.
decade, so this is not a formality.

ASK FOR

A commitment to publish firmware and BIOS updates for the life of

the system; the supplier's product lifecycle planning, last-time-buy
notification process, and how it manages OEM end-of-life.

Supplier response / document r.
(0 Requested (J Received (] Reviewed

e Drive retention and sanitization
Media Protection makes drive handling a supplier question the moment
or replacement.
ASK FOR
Whether you can keep drives on warranty return (keep-your-drive);
whether NIST SP 800-88 sanitization with a certificate, or certified
destruction, is offered; whether self-encrypting and FIPS 140-
validated drives are standard options.

Supplier response / document r
(O Requested  (J Received (] Reviewed

o Cryptographic module validation

[ SI.L2-3.14.1 flaw remediation ]

Rugged and long-life programs can be fielded for a
EVIDENCE TO REQUEST
Written lifecycle and support commitment; example

of a prior end-of-life or last-time-buy notice.

eference:

[ MP.L2-3.8.3 media sanitization ]

a drive containing CUI leaves your control for repair
EVIDENCE TO REQUEST

Keep-your-drive terms; sample sanitization or
destruction certificate; drive option list.

eference:

( sC.L2-3.13.11 FIPS-validated cryptography |

“AES-256 encryption” on a data sheet is not evidence for this requirement. A certificate number is.

ASK FOR

The FIPS 140 CMVP (Cryptographic Module Validation Program)
certificate number for the specific module in the specific product, for
any encryption you rely on to protect CUI.

Supplier response / document r.
(O Requested (J Received (] Reviewed

About NCS Technologies

NCS Technologies has supplied and integrated computing hardware for federal
and DoD customers since 1996 and is CMMC Level 2 C3PAO certified (August
2025). Its integrated management system is registered to 1ISO 9001, ISO 14001,

ISO 28000 and O-TTPS 20243, and its Manassas, Virginia integration facility is
ITAR-compliant with controlled access. NCS builds rugged mission systems,
rugged rack-mount servers and integrated enterprise and client hardware for
defense and federal programs.

EVIDENCE TO REQUEST
CMVP certificate number(s) and the
module/version they cover.

eference:

Supplier documentation for your
program

NCS Technologies, Inc.

9601 Discovery Blvd.

Manassas, VA 20109

(703) 743-8500 - 1-888-746-4627
www.ncst.com/cmmc
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